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SailPoint Non-Employee

Risk Management

Organizations today manage a wide range of identities
beyond employees. Contractors, partners, seasonal
workers, vendors, and even non-human bots make up a
large percentage of a company’s workforce. Managing
their identities and the access they receive is complex,
and organizations need a solution that can bring all
these critical non-employee identities under control.

SailPoint Non-Employee Risk Management provides
organizations with a powerful identity security solution
that extends advanced governance controls to large
and complex populations of non-employee users.
Together with the SailPoint Identity Security Cloud, this
combined solution enables you to more effectively and
efficiently secure your third-party identities via strong
management and governance controls.

Feature overview:

SailPoint Non-Employee Risk Management provides
operational efficiency and minimizes risk by dynamically
informing you exactly which non-employees need
access, why they require it, and when it's appropriate.

» Identity repository
Centralized and scalable repository for all non-
employees

» Non-employee record
Reliable identity data to meet your IAM strategy

» Strengthens security

Full visibility into your non-employees and their access

» Process orchestration
Flexible workflows for onboarding, offboarding, and
daily lifecycle management

BENEFITS

Take control of your
non-employee identities:

>

View, identify, and track

a non-employee’s
relationship with your
organization to determine
why access is required.

Utilize flexible workflows for
all lifecycle management
events, and securely
automate identity
processes.

Save costs by eliminating
time-consuming processes
with an easy-to-use tool
using a drag-and-drop
configuration.

Execute risk-based identity
and access lifecycle
strategies to mitigate risk
of a third-party breach
with individual identity risk
scoring.
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» Enables collaboration
Both internal and external users can collect non-employee data

» Simplifies audits
Captures essential identity data and documents the entire non-employee lifecycle

With SailPoint Non-Employee Risk Management and SailPoint Identity Security Cloud, your
organization can easily manage the simplest to the most complex scenarios when it comes
to non-employee identities the same way it manages employee identities.

SailPoint SailPoint Identity
Non-Employee Risk WHO Security Cloud
Management

INFORMS Access Requests & Approvals

WHY the identity exists.
WHY it has access.
WHY that access changes.

Automated Provisioning

Non-employee Access Certifications
WHY itis treated as it is. record
+ Separation-of-Duties
Control WHAT Access Insights
Control WHEN Access Recommendations

Identity Control HOW Access Modeling

Cloud Governance

SaaS Management

4\ SqilPoint

About SailPoint

SailPoint is the leading provider of identity security for the modern enterprise. Enterprise security starts and ends with
identities and their access, yet the ability to manage and secure identities today has moved well beyond human
capacity. Using a foundation of artificial intelligence and machine learning, the SailPoint Identity Security Platform
delivers the right level of access to the right identities and resources at the right time—matching the scale, velocity,
and environmental needs of today’s cloud-oriented enterprise. Our intelligent, autonomous, and integrated solutions
put identity security at the core of digital business operations, enabling even the most complex organizations across
the globe to build a security foundation capable of defending against today’s most pressing threats.

©2023 SailPoint Technologies, Inc. All rights reserved. SailPoint, the SailPoint logo and all techniques are trademarks or registered trademarks of
SailPoint Technologies, Inc. in the U.S. and/or other countries. All other products or services are trademarks of their respective companies.

sailpoint.com DS2241-2303



http://www.sailpoint.com
http://www.sailpoint.com

